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1.  ___________       __         .__    ___________                          

2. \_   _____/____ _/  |______  |  |   \_   _____/_____________  ___________

3.  |    __) \__  \\   __\__  \ |  |    |    __)_\_  __ \_  __ \/  _ \_  __ \

4.  |     \   / __ \|  |  / __ \|  |__  |        \|  | \/|  | \(  <_> )  | \/

5.  \___  /  (____  /__| (____  /____/ /_______  /|__|   |__|   \____/|__|  

6.      \/        \/          \/               \/                          

7.      

8. # By sup3rm4n - 2019 ©

9. # Made in Brazil

10. # Somos: Elemento_pcx & s4r4d0 & sup3rm4n & j0shua

11. # Twitter: @FatalErrorSec

12. # Devagar e sempre !!!

13. # Fatal Error Crew  [ 2001 ~ 2019 ]

14.  

15. Buenas Noches,

16. Mais uma da antiga série nada para fazer, bora testar a security de uns servers :)

17. Então vamos lá, primeiramente Cielo e Americanas estão de parabéns resolveram os bugs

18. assim que entrei em menos de 20 min, por respect pela security nada será divulgado.

19. Em segunda lugar SUBMARINO, security de vcs está boa tbm só que levaram quase 2 dias

20. para perceberem neh ae fica complicado kkkk

21. O restante tá puxado pessoal, mais de semana sem perceberem nada não tem como defender né

22.  

23. Ps: ownz de datas distintas, alguns ainda se encontram vuls outros já foram arrumados.

24.    

25.   _________                         .___       ___________        .___                  .__  

26.  /   _____/ ____   ____ _____     __| _/____   \_   _____/___   __| _/________________  |  |  

27.  \_____  \_/ __ \ /    \\__  \   / __ |/  _ \   |    __)/ __ \ / __ |/ __ \_  __ \__  \ |  |  

28.  /        \  ___/|   |  \/ __ \_/ /_/ (  <_> )  |     \\  ___// /_/ \  ___/|  | \// __ \|  |__

29. /_______  /\___  >___|  (____  /\____ |\____/   \___  / \___  >____ |\___  >__|  (____  /____/

30.         \/     \/     \/     \/      \/             \/      \/     \/    \/           \/    

31.        

32.    

33. cat /etc/hosts

34. 127.0.0.1   localhost localhost.senado.gov.br

35. 172.31.1.243    www6f www6f.senado.gov.br

36.  

37. uname -a

38. Linux www6e.senado.gov.br 3.11.0-20-generic #35~precise1-Ubuntu SMP Fri May 2 21:32:55 UTC 2014 x86_64 x86_64 x86_64 GNU/Linux

39.  

40.  

41. df -h

42.  

43. Filesystem                                           Size  Used Avail Use% Mounted on

44. /dev/mapper/VolGroup00-LogVol03                      542G   25G  490G   5% /

45. udev                                                 126G  4,0K  126G   1% /dev

46. tmpfs                                                 26G  820K   26G   1% /run

47. none                                                 5,0M     0  5,0M   0% /run/lock
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48. none                                                 126G     0  126G   0% /run/shm

49. /dev/sdb1                                            916G  436G  434G  51% /areaBackup

50. /dev/sda1                                            180M   86M   82M  52% /boot

51. /dev/mapper/VolGroup00-LogVol00                      367G  8,9G  340G   3% /var

52. 192.168.56.152:/vol/vol_www6e_www6f_www6h_dados      300G  147G  154G  49% /areaStorage

53. 192.168.56.152:/vol/vol_www6e_www6f_cluster           60G   31G   30G  52% /usr/local/j2ee/persistence

54. 192.168.57.5:/oracle_sistemas/producao/dadosabertos  200G   98G  103G  49% /areaStorageDadosAbertos

55. 192.168.57.6:/www6e_www6f_dados                      600G  200G  401G  34% /areaStorage_novo

56. 192.168.57.6:/www6e_www6f_cluster                    100G   47G   54G  47% /usr/local/j2ee/persistence_novo

57. //fscongresso/Orcamento/ACMO_RL                       60G   53G  7,2G  89% /areaShare

58. //fslegislativo/taqui/audio                          100G   75G   26G  75% /areaTaquigrafia

59. //fsapps/ShareWEB/INTRA/ordia/arquivos               120G  119G  1,1G 100% /areaOrdia

60. //fslegislativo/taqui/audio/                         100G   75G   26G  75% /areaTaquigrafia

61. //stgpri02b/gegab                                    105G  5,2M  105G   1% /mnt/montagens_tomcats/legis03/gegab

62. 192.168.57.6:/sesia_linux                            500G   14M  500G   1% /mnt/weblinux

63. //192.168.56.152/ShareWEB/INTRA/ordia/arquivos       120G  119G  1,1G 100% /areaOrdia

64. //cence1/arquivos_temp$                               50G   41G   10G  81% /mnt/montagens_tomcats/legis03/gegab-cence-email

65. //192.168.56.151/Orcamento/ACMO_RL                    60G   53G  7,2G  89% /areaShare

66. //192.168.56.151/taqui/audio/                        100G   75G   26G  75% /areaTaquigrafia

67. //192.168.56.152/gegab                               105G  5,2M  105G   1% /mnt/montagens_tomcats/legis03/gegab

68.  

69.  

70.  

71.  _______________________________

72.  /   _____/\__    ___/\_   _____/

73.  \_____  \   |    |    |    __)  

74.  /        \  |    |    |     \  

75. /_______  /  |____|    \___  /  

76.         \/                 \/    

77.  

78.  

79. cat /etc/hosts

80.  

81. # Do not remove the following line, or various programs

82. # that require network functionality will fail.

83. 127.0.0.1 brasilia3.rede.stf.gov.br brasilia3 localhost

84. ::1 localhost6.localdomain6 localhost6

85. 10.200.2.9 campogrande.stf.jus.br campogrande

86. 10.200.2.33 laguna.rede.stf.gov.br

87. #10.200.1.197            pirapora2

88.  

89.  

90. cat /etc/passwd

91. root:x:0:0:root:/root:/bin/bash

92. bin:x:1:1:bin:/bin:/sbin/nologin

93. daemon:x:2:2:daemon:/sbin:/sbin/nologin

94. adm:x:3:4:adm:/var/adm:/sbin/nologin

95. lp:x:4:7:lp:/var/spool/lpd:/sbin/nologin

96. sync:x:5:0:sync:/sbin:/bin/sync

97. shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

98. halt:x:7:0:halt:/sbin:/sbin/halt

99. mail:x:8:12:mail:/var/spool/mail:/sbin/nologin

100. news:x:9:13:news:/etc/news:

101. uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin

102. operator:x:11:0:operator:/root:/sbin/nologin

103. games:x:12:100:games:/usr/games:/sbin/nologin

104. gopher:x:13:30:gopher:/var/gopher:/sbin/nologin

105. ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

106. nobody:x:99:99:Nobody:/:/sbin/nologin

107. nscd:x:28:28:NSCD Daemon:/:/sbin/nologin
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108. vcsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin

109. pcap:x:77:77::/var/arpwatch:/sbin/nologin

110. rpc:x:32:32:Portmapper RPC user:/:/sbin/nologin

111. mailnull:x:47:47::/var/spool/mqueue:/sbin/nologin

112. smmsp:x:51:51::/var/spool/mqueue:/sbin/nologin

113. ntp:x:38:38::/etc/ntp:/sbin/nologin

114. sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin

115. rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin

116. nfsnobody:x:65534:65534:Anonymous NFS User:/var/lib/nfs:/sbin/nologin

117. dbus:x:81:81:System message bus:/:/sbin/nologin

118. haldaemon:x:68:68:HAL daemon:/:/sbin/nologin

119. avahi:x:70:70:Avahi daemon:/:/sbin/nologin

120. avahi-autoipd:x:100:101:avahi-autoipd:/var/lib/avahi-autoipd:/sbin/nologin

121. xfs:x:43:43:X Font Server:/etc/X11/fs:/sbin/nologin

122. sabayon:x:86:86:Sabayon user:/home/sabayon:/sbin/nologin

123. jboss:x:501:501::/home/jboss:/bin/bash

124. zabbix:x:502:502:Zabbix user account:/home/zabbix:/bin/bash

125. gbd:x:511:511::/home/gbd:/bin/bash

126. procjud:x:503:503::/home/procjud:/bin/bash

127. spce:x:504:504::/home/spce:/bin/bash

128. siga:x:505:505::/home/siga:/bin/bash

129. ssgps:x:506:506::/home/ssgps:/bin/bash

130. malote:x:512:512::/home/malote/:/bin/bash

131. postfix:x:89:89::/var/spool/postfix:/sbin/nologin

132. clinfs:x:600:600::/home/clinfs:/bin/bash

133.  

134. df -h

135.  

136. Sist. Arq.            Tam   Usad Disp  Uso% Montado em

137. /dev/sda8              54G   27G   24G  53% /

138. /dev/sda7             9,5G  3,3G  5,7G  37% /tmp

139. /dev/sda6             9,5G  7,0G  2,1G  78% /home

140. /dev/sda3              19G   10G  8,0G  56% /var

141. /dev/sda2              29G   15G   13G  55% /usr

142. /dev/sda1             965M   38M  878M   5% /boot

143. tmpfs                  48G     0   48G   0% /dev/shm

144. /dev/emcpowerd1        50G   36G   11G  77% /logs_jboss

145. 10.200.2.31:/deploys   54G   40G   12G  78% /deploys

146. vitoria:/Repositorio_Producao/sitioStf/informativo/download

147.                       800G  668G  133G  84% /usr/informativos

148. vitoria:/BibliotecaDigital

149.                       350G  231G  120G  66% /usr/bibliotecadigital

150. vitoria:/config/prd   300G  115G  186G  39% /usr/portal/config/prd

151.  

152.  

153.    _____ __________  ___________________

154.   /     \\______   \/   _____/\______   \

155.  /  \ /  \|     ___/\_____  \  |     ___/

156. /    Y    \    |    /        \ |    |    

157. \____|__  /____|   /_______  / |____|    

158.         \/                 \/          

159.        

160.  

161.  

162. uname -a

163. Linux mpweb08n01p-v.mp.sp.gov 2.6.32-504.el6.x86_64 #1 SMP Tue Sep 16 01:56:35 EDT 2014 x86_64 x86_64 x86_64 GNU/Linux

164.  

165. cat /etc/hosts

166. 127.0.0.1   localhost localhost.localdomain localhost4 localhost4.localdomain4

167. ::1         localhost localhost.localdomain localhost6 localhost6.localdomain6
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168.  

169. 172.16.16.203   mpweb03n01p.mp.sp.gov   mpweb03n01p

170. 172.16.16.204   mpweb03n02p.mp.sp.gov   mpweb03n02p

171.  

172. 172.16.16.205   mpweb03n01p_vip.mp.sp.gov   mpweb03n01p_vip

173. 172.16.16.206   mpweb03n02p_vip.mp.sp.gov   mpweb03n02p_vip

174.  

175. 172.16.16.207   mpweb03n01p_sma.mp.sp.gov   mpweb03n01p_sma

176. 172.16.16.208   mpweb03n02p_sma.mp.sp.gov       mpweb03n02p_sma

177.  

178. 172.16.16.200   www.mp.sp.gov.br   

179. 172.16.16.200   mp.sp.gov.br

180. 172.16.16.200   www.mpsp.mp.br     

181. 172.16.16.200   mpsp.mp.br

182. 172.16.16.200   www.esmp.mpsp.mp.br

183. 172.16.16.200   esmp.mpsp.mp.br

184.  

185. # LVS - VIP Java

186. 172.16.16.199   wwwj.mp.sp.gov.br

187. 172.16.16.199   wwwj.mpsp.mp.br

188.  

189. # Infra - VIP Cluster

190. 192.168.1.223   infp.mp.sp.gov      login.mp.sp.gov.br

191.  

192. # Portal - VIP Cluster

193. 192.168.1.224   prtp.mp.sp.gov

194.  

195. # CAO - VIP Cluster

196. 192.168.1.225   caop.mp.sp.gov

197.  

198. # AD

199. 172.16.16.12    adserver.mp.sp.gov  adserver

200. 172.16.16.11    adserver2.mp.sp.gov adserver2

201.  

202. # Exchange Server

203. 10.73.2.5       mailserver.mp.sp.gov

204.  

205. # Antispam Server

206. 172.16.16.58    mpsmtp.mp.sp.gov

207.  

208. # BI - VIP Cluster

209. 10.73.2.117 mpsqlbi

210.  

211. # Data Protector Installation Server

212. 192.168.1.126   smades01.mp.sp.gov

213. 192.168.1.91    mpdb08n01h.mp.sp.gov    mpbd08n01h

214. # Data Protector

215. 10.73.2.15      mphp01.mp.sp.gov

216.  

217. # Cluster SMA

218. 192.168.1.122   sma.mp.sp.gov

219.  

220. # Proxy Server

221. 10.73.2.95      proxyserver.mp.sp.gov   proxyserver

222.  

223. # Cluster do Concurso

224. 192.168.1.135     mpdb07sql01p.mp.sp.gov    mpdb07sql01p

225.  

226. # Oracle RAC Producao

227. 192.168.1.80    mpdb08ora01p.mp.sp.gov          mpdb08ora01p
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228. 192.168.1.83    mpdb08n01p-vip.mp.sp.gov        mpdb08n01p-vip

229. 192.168.1.84    mpdb08n02p-vip.mp.sp.gov        mpdb08n02p-vip

230.  

231. # Cluster SQL - Protocolo Conselho

232. 192.168.1.153   mpdb01sql01p.mp.sp.gov      mpdb01sql01p

233.  

234. # NTP Server

235. 172.16.16.12    mpdc04-v.mp.sp.gov

236. 172.16.16.11    mpdc06-v.mp.sp.gov

237.  

238. # SQL do declaracaoDeBensNovo

239. 192.168.1.136   mpdb07sql02p.mp.sp.gov      mpdb07sql02p

240.  

241. # PontoH

242. 192.168.1.96    pontoh.mp.sp.gov        pontoh

243. 192.168.1.80    pontop.mp.sp.gov        pontop

244.  

245.  

246. # Application servers

247. 172.16.16.168   mpweb08n01p-v.mp.sp.gov     mpweb08n01p-v

248. 172.16.16.169   mpweb08n02p-v.mp.sp.gov         mpweb08n02p-v  

249.  

250.  

251.  _________    ___.                        .__              

252.  /   _____/__ _\_ |__   _____ _____ _______|__| ____   ____  

253.  \_____  \|  |  \ __ \ /     \\__  \\_  __ \  |/    \ /  _ \

254.  /        \  |  / \_\ \  Y Y  \/ __ \|  | \/  |   |  (  <_> )

255. /_______  /____/|___  /__|_|  (____  /__|  |__|___|  /\____/

256.         \/          \/      \/     \/              \/        

257.  

258. uname -a

259.  

260. Linux el04cn03.b2w 2.6.32-400.34.1.el5uek #1 SMP Mon Dec 23 07:49:47 PST 2013 x86_64 x86_64 x86_64 GNU/Linux

261.  

262. df -h

263.  

264. Filesystem            Size  Used Avail Use% Mounted on

265. /dev/mapper/VolGroup00-LogVol00

266.                        46G   25G   19G  58% /

267. /dev/sda1              99M   51M   44M  54% /boot

268. tmpfs                 127G     0  127G   0% /dev/shm

269. el04sn-priv.b2w:/export/b2w/oracle

270.                       100G   32M  100G   1% /oracle

271. el04sn-priv.b2w:/export/b2w/sitecontent

272.                       500G   79G  422G  16% /sitecontent

273. el04sn-priv.b2w:/export/b2w/logs

274.                       2.0T  639G  1.4T  32% /logs

275. el04sn-priv.b2w:/export/b2w/backup

276.                       400G   45G  356G  12% /backup

277. el04sn-priv.b2w:/export/b2w/domains

278.                       3.0T  2.1T  983G  69% /domains

279. el04sn-priv.b2w:/export/b2w/repo

280.                       500G     0  500G   0% /repo

281. el04sn-priv.b2w:/export/b2w/scripts

282.                       300G  1.7M  300G   1% /scripts

283. el04sn-priv.b2w:/export/b2w/products

284.                       2.0T   29G  2.0T   2% /products

285. el04sn-priv.b2w:/export/b2w/www-suba-catgt1

286.                       200G   63G  138G  32% /www

287. 192.168.10.66:/export/common/exalogic-lctools
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288.                       200M   54M  147M  27% /exalogic-lctools

289. 192.168.10.66:/export/common/exalogic-lcdata

290.                       500G  4.1G  496G   1% /exalogic-lcdata

291.  

292.                      

293. ls /

294.  

295. backup

296. bin

297. boot

298. CmdTool.log

299. dev

300. domains

301. dumps

302. etc

303. exalogic-lcdata

304. exalogic-lctools

305. general

306. home

307. lib

308. lib64

309. logs

310. lost+found

311. media

312. MegaSAS.log

313. misc

314. mnt

315. net

316. opt

317. oracle

318. proc

319. products

320. repo

321. root

322. sbin

323. scripts

324. selinux

325. sitecontent

326. srv

327. sys

328. tftpboot

329. tmp

330. usr

331. var

332. www

333.  

334. ls /home

335.  

336. 3rd10012

337. 3rd10013

338. 3rd10014

339. 3rd10015

340. 3rd10016

341. 3rd10017

342. 3rd10018

343. 3rd10019

344. 3rd10020

345. 3rd10024

346. 3rd10028

347. 3rd10029
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348. 3rd10030

349. 3rd10032

350. 3rd10033

351. 3rd10068

352. alan.luiz

353. andre.hirata

354. andre.santos

355. anny.silva

356. appmgn

357. artur.saporito

358. b2w10001

359. b2w10002

360. b2w10003

361. b2w10004

362. b2w10005

363. b2w10006

364. b2w10007

365. b2w10008

366. b2w10009

367. b2w10010

368. b2w10011

369. bernardo.franco

370. broot

371. caio.drago

372. carlos.albernaz

373. carlos.sosa

374. diego.grecco

375. diego.guimaraes

376. diogo.gomes

377. eduardo.martins

378. erlon.santos

379. f2c

380. felipe.esteves

381. felipe.lemos

382. francisco.andrade

383. frederico.ferreira

384. gustavo.ventura

385. henrique.giovanaz

386. housekeeper

387. ideais

388. igor.souza

389. ivan.santaniello

390. jeferson.farias

391. jeyson.maia

392. jonathan.henrique

393. julia.vieira

394. kleber.vitorio

395. leandro.panzuto

396. leonardo.pinto

397. logstash

398. marcus.motta

399. matheus.dias

400. medusa.security

401. miguel.nunes

402. nagios

403. natalia.figueiredo

404. netbkp

405. paulo.silva

406. raphael.fialho

407. raphael.marins
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408. renato.azevedo

409. ricardo.lopes

410. rodrigo.coelho

411. rogerio.lacerda

412. rogerio.sramos

413. taylor.damaceno

414. thiago.massula

415. tiago.francisco

416. tomcat

417. uoladm

418. victor.santos

419. weblogic

420. zabbix

421. cat /etc/passwd

422.  

423. root:x:0:0:root:/root:/bin/bash

424. bin:x:1:1:bin:/bin:/sbin/nologin

425. daemon:x:2:2:daemon:/sbin:/sbin/nologin

426. adm:x:3:4:adm:/var/adm:/sbin/nologin

427. lp:x:4:7:lp:/var/spool/lpd:/sbin/nologin

428. sync:x:5:0:sync:/sbin:/bin/sync

429. shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

430. halt:x:7:0:halt:/sbin:/sbin/halt

431. mail:x:8:12:mail:/var/spool/mail:/sbin/nologin

432. news:x:9:13:news:/etc/news:

433. uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin

434. operator:x:11:0:operator:/root:/sbin/nologin

435. games:x:12:100:games:/usr/games:/sbin/nologin

436. gopher:x:13:30:gopher:/var/gopher:/sbin/nologin

437. ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

438. nobody:x:99:99:Nobody:/:/sbin/nologin

439. nscd:x:28:28:NSCD Daemon:/:/sbin/nologin

440. vcsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin

441. ntp:x:38:38::/etc/ntp:/sbin/nologin

442. pcap:x:77:77::/var/arpwatch:/sbin/nologin

443. dbus:x:81:81:System message bus:/:/sbin/nologin

444. avahi:x:70:70:Avahi daemon:/:/sbin/nologin

445. rpc:x:32:32:Portmapper RPC user:/:/sbin/nologin

446. mailnull:x:47:47::/var/spool/mqueue:/sbin/nologin

447. smmsp:x:51:51::/var/spool/mqueue:/sbin/nologin

448. sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin

449. oprofile:x:16:16:Special user account to be used by OProfile:/home/oprofile:/sbin/nologin

450. haldaemon:x:68:68:HAL daemon:/:/sbin/nologin

451. avahi-autoipd:x:100:156:avahi-autoipd:/var/lib/avahi-autoipd:/sbin/nologin

452. xfs:x:43:43:X Font Server:/etc/X11/fs:/sbin/nologin

453. rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin

454. nfsnobody:x:65534:65534:Anonymous NFS User:/var/lib/nfs:/sbin/nologin

455. gdm:x:42:42::/var/gdm:/sbin/nologin

456. sabayon:x:86:86:Sabayon user:/home/sabayon:/sbin/nologin

457. oracle:x:500:500:weblogic user:/home/oracle:/bin/bash

458. weblogic:x:501:502::/home/weblogic:/bin/bash

459. broot:x:9999:9999:Usuario de operacao da equipe de SO:/home/broot:/bin/bash

460. appmgn:x:1015:1015:Usuario da aplicacao Application Manager:/home/appmgn:/bin/bash

461. netbkp:x:2502:2502:Usuario da aplicacao netbkp:/home/netbkp:/bin/bash

462. zabbix:x:200:200:Usuario da Equipe zabbix:/home/zabbix:/bin/bash

463. 3rd10019:x:10035:10003:roberto.lima@f2c.com.br:/home/3rd10019:/bin/bash

464. 3rd10012:x:10028:10003:nilson.keffer@f2c.com.br:/home/3rd10012:/bin/bash

465. 3rd10018:x:10034:10003:natalia.figueiredo@f2c.com.br:/home/3rd10018:/bin/bash

466. 3rd10016:x:10032:10003:leonardo.pinto@f2c.com.br:/home/3rd10016:/bin/bash

467. 3rd10020:x:10036:10003:jorge.oliveira@f2c.com.br:/home/3rd10020:/bin/bash
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468. 3rd10015:x:10031:10003:igor.cabral@f2c.com.br:/home/3rd10015:/bin/bash

469. 3rd10017:x:10033:10003:carlos.sosa@f2c.com.br:/home/3rd10017:/bin/bash

470. 3rd10014:x:10030:10003:artur.saporito@f2c.com.br:/home/3rd10014:/bin/bash

471. 3rd10013:x:10029:10003:alan.luiz@f2c.com.br:/home/3rd10013:/bin/bash

472. b2w10011:x:10011:10001:thiago.slopes:/home/b2w10011:/bin/bash

473. b2w10010:x:10010:10001:miguel.nunes:/home/b2w10010:/bin/bash

474. b2w10009:x:10009:10001:leonardo.abreu:/home/b2w10009:/bin/bash

475. b2w10008:x:10008:10001:carlos.albernaz:/home/b2w10008:/bin/bash

476. b2w10007:x:10007:10001:diego.grecco:/home/b2w10007:/bin/bash

477. b2w10006:x:10006:10000:igor.santos:/home/b2w10006:/bin/bash

478. b2w10005:x:10005:10000:fernando.roger:/home/b2w10005:/bin/bash

479. b2w10004:x:10004:10000:anderson.deluiz:/home/b2w10004:/bin/bash

480. b2w10003:x:10003:10000:eduardo.dmartins:/home/b2w10003:/bin/bash

481. b2w10002:x:10002:10000:wladimir.capitani:/home/b2w10002:/bin/bash

482. b2w10001:x:10001:10000:renato.azevedo:/home/b2w10001:/bin/bash

483. b2w10018:x:10041:10041:rodrigo.coelho:/home/b2w10018:/bin/bash

484. ideais:x:5001:502:Usuario da Equipe Ideais:/home/ideais:/bin/bash

485. 3rd10024:x:10044:10003:andre.hirata@f2c.com.br:/home/3rd10024:/bin/bash

486. splunk:x:10045:10042:Splunk Server:/opt/splunkforwarder:/bin/bash

487. housekeeper:x:10037:502:Usuario de LIMPEZA de LOGS:/home/housekeeper:/bin/bash

488. 3rd10030:x:10050:10003:clayton.gomes@f2c.com.br:/home/3rd10030:/bin/bash

489. 3rd10029:x:10049:10003:eduardo.cruz@f2c.com.br:/home/3rd10029:/bin/bash

490. 3rd10028:x:10048:10003:erlon.santos@f2c.com.br:/home/3rd10028:/bin/bash

491. newrelic:x:201:201:New Relic monitoring daemon:/:/sbin/nologin

492. uoladm:x:1019:1019:Usuario de administracao da UOL:/home/uoladm:/bin/bash

493. 3rd10032:x:10052:10003:enio.oliveira@f2c.com.br:/home/3rd10032:/bin/bash

494. 3rd10033:x:10053:10003:ricardo.lopes@f2c.com.br:/home/3rd10033:/bin/bash

495. 3rd10068:x:10068:10068:Thiago Massula:/home/3rd10068:/bin/bash

496. puppet:x:52:52:Puppet:/var/lib/puppet:/sbin/nologin

497. oraagt:x:206:501:oraagt:/opt/oraagt:/bin/bash

498. orarom:x:570:501::/home/orarom:/bin/bash

499. sensu:x:207:202:Sensu Monitoring Framework:/opt/sensu:/bin/false

500. logstash:x:540:540:Usuario da aplicacao monitoria da IDEAIS:/home/logstash:/bin/bash

501. f2c:x:1018:1018:Usuario da Equipe F2C:/home/f2c:/bin/bash

502.  

503.  

504.  

505. cat /etc/hosts

506.  

507. #### BEGIN Generated by Exalogic. DO NOT MODIFY ####

508. 127.0.0.1       localhost.b2w   localhost   solr15.submarino.com.br

509.  

510. ## Compute Node Public Interface details

511. 10.3.31.190     el03cn01.b2w    el03cn01

512. 10.3.31.192     el03cn02.b2w    el03cn02

513. 10.3.31.194     el03cn03.b2w    el03cn03

514. 10.3.31.196     el03cn04.b2w    el03cn04

515. 10.3.31.198     el03cn05.b2w    el03cn05

516. 10.3.31.200     el03cn06.b2w    el03cn06

517. 10.3.31.202     el03cn07.b2w    el03cn07

518. 10.3.31.204     el03cn08.b2w    el03cn08

519. 10.3.31.206     el03cn09.b2w    el03cn09

520. 10.3.31.208     el03cn10.b2w    el03cn10

521. 10.3.31.210     el03cn11.b2w    el03cn11

522. 10.3.31.212     el03cn12.b2w    el03cn12

523. 10.3.31.214     el03cn13.b2w    el03cn13

524. 10.3.31.216     el03cn14.b2w    el03cn14

525. 10.3.31.218     el03cn15.b2w    el03cn15

526. 10.3.31.220     el03cn16.b2w    el03cn16

527.  
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528. ### Compute Node Private Interface details

529. 192.168.10.21    el03cn01-priv.b2w    el03cn01-priv

530. 192.168.10.22    el03cn02-priv.b2w    el03cn02-priv

531. 192.168.10.23    el03cn03-priv.b2w    el03cn03-priv

532. 192.168.10.24    el03cn04-priv.b2w    el03cn04-priv

533. 192.168.10.25    el03cn05-priv.b2w    el03cn05-priv

534. 192.168.10.26    el03cn06-priv.b2w    el03cn06-priv

535. 192.168.10.27    el03cn07-priv.b2w    el03cn07-priv

536. 192.168.10.28    el03cn08-priv.b2w    el03cn08-priv

537. 192.168.10.29    el03cn09-priv.b2w    el03cn09-priv

538. 192.168.10.30    el03cn10-priv.b2w    el03cn10-priv

539. 192.168.10.31    el03cn11-priv.b2w    el03cn11-priv

540. 192.168.10.32    el03cn12-priv.b2w    el03cn12-priv

541. 192.168.10.33    el03cn13-priv.b2w    el03cn13-priv

542. 192.168.10.34    el03cn14-priv.b2w    el03cn14-priv

543. 192.168.10.35    el03cn15-priv.b2w    el03cn15-priv

544. 192.168.10.36    el03cn16-priv.b2w    el03cn16-priv

545.  

546. ### Storage Node Private Interface details

547. 192.168.10.37    el03sn-priv.b2w    el03sn-priv

548. 10.3.31.222  el03sn01.b2w   el03sn01

549. 10.3.31.224  el03sn02.b2w   el03sn02

550.  

551. ### Switch management ip details

552. 10.3.31.227 el03gw02.b2w    el03gw02

553. 10.3.31.226 el03gw01.b2w    el03gw01

554. 10.3.31.228 el03spine.b2w   el03spine

555. #### END   Generated by Exalogic.               ####

556.  

557. ### Catalogo SUBA ###

558. #192.168.10.23  SUBACat03

559. #192.168.10.35  SUBACat15   catalogindex.submarino.com.br

560.  

561. ### Checkout SUBA ###

562. #192.168.10.31   SUBACkt11

563. #192.168.10.27   SUBACkt07

564.  

565. #SUBA Catalogo

566. 10.3.146.162 SUBACat03 

567. 10.3.146.174 SUBACat15  catalogindex.submarino.com.br

568.  

569. #SUBA Checkout

570. 10.3.145.166 SUBACkt07

571. 10.3.145.170 SUBACkt11

572.  

573.  

574. ################# NTP TAMBORE ################

575. 10.3.31.170     el02cn16        el02cn16.b2w

576. ###############################################

577.  

578. ### GetItem SUBA ###

579. 10.13.147.13    SUBAGet122

580. 10.13.0.235     bwdhdbpr105 bwdhdbpr105.b2w

581. # ACS Services Added

582. 10.3.11.12  ct-b2wdigital-02

583.  

584.  

585.  

586. ____   ____.__            

587. \   \ /   /|__|__  ______  
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588.  \   Y   / |  \  \/ /  _ \

589.   \     /  |  |\   (  <_> )

590.    \___/   |__| \_/ \____/

591.                            

592.  

593. cat /etc/shadow

594.  

595. root:$1$JErlnIaV$h1xxxxxxxxxxCZA5rGsLb0:14698:0:99999:7:::

596. bin:*:14698:0:99999:7:::

597. daemon:*:14698:0:99999:7:::

598. adm:*:14698:0:99999:7:::

599. lp:*:14698:0:99999:7:::

600. sync:*:14698:0:99999:7:::

601. shutdown:*:14698:0:99999:7:::

602. halt:*:14698:0:99999:7:::

603. mail:*:14698:0:99999:7:::

604. news:*:14698:0:99999:7:::

605. uucp:*:14698:0:99999:7:::

606. operator:*:14698:0:99999:7:::

607. games:*:14698:0:99999:7:::

608. gopher:*:14698:0:99999:7:::

609. ftp:*:14698:0:99999:7:::

610. nobody:*:14698:0:99999:7:::

611. dbus:!!:14698:0:99999:7:::

612. rpm:!!:14698:0:99999:7:::

613. nscd:!!:14698:0:99999:7:::

614. distcache:!!:14698:0:99999:7:::

615. vcsa:!!:14698:0:99999:7:::

616. ais:!!:14698:0:99999:7:::

617. pcap:!!:14698:0:99999:7:::

618. apache:!!:14698:0:99999:7:::

619. avahi:!!:14698:0:99999:7:::

620. rpc:!!:14698:0:99999:7:::

621. named:!!:14698:0:99999:7:::

622. mailnull:!!:14698:0:99999:7:::

623. smmsp:!!:14698:0:99999:7:::

624. rpcuser:!!:14698:0:99999:7:::

625. nfsnobody:!!:14698:0:99999:7:::

626. pegasus:!!:14698:0:99999:7:::

627. ntp:!!:14698:0:99999:7:::

628. piranha:!!:14698:0:99999:7:::

629. sshd:!!:14698:0:99999:7:::

630. webalizer:!!:14698:0:99999:7:::

631. dovecot:!!:14698:0:99999:7:::

632. luci:!!:14698:0:99999:7:::

633. squid:!!:14698:0:99999:7:::

634. haldaemon:!!:14698:0:99999:7:::

635. xfs:!!:14698:0:99999:7:::

636. hsqldb:!!:14698:0:99999:7:::

637. ricci:!!:14698:0:99999:7:::

638. gdm:!!:14698:0:99999:7:::

639. zabbix:!!:15841::::::

640. jobson.quaresma:$6$yFuHFKLB$mIqdiy35SdUOvxxxxxxxxxxzDiqZaqIgdpyzE.ZYHifAp6ObTWvDUqK686UzcBMgFlZtrPc3ksS05qiGkdzOU.:16833:0:99999:7:::

641. angel.chung:$6$VVlA.Gux$4dPbZoMvp57G3G4Wu3tkDnt/8Rmxxxxxxxxxx03yV4T0pIV1FTld4onD83e7/aJJl4ldp0txQGXYydHmFIyfU1:16798:7:90:7:::

642. bhavin.kadchha:$6$9tFd5ONT$9vzqJFHbh5bthfUdMg6I0TLyUMU0lTm/8TxxxxxxxxxxP0HmOiFwgUQPA1FldOKJZSFvmSEUwRsNpyBQa5Pdp/:16798:7:90:7:::

643. bruno.renno:$6$aCOfoxoP$FZ9vMc4NKLdCFXfS3KksxrvE0gSR/4KK4IMZHcz4.MYiEFuxxxxxxxxxxILESqTYbyeIegQHmfkEuVttjNpUe/:16798:7:90:7:::

644. chittranjan.barik:$6$8CbSY.FI$IVPwQ40iVuz21SjXWHmUSWY/sBiKy49llyTUkFjNiS5usgqLzyxxxxxxxxxxx53406mcAeJz13KriDkLCiQfE1:16798:7:90:7:::

645. cobd:$6$QwZohwCl$DvO6ya0jZ0XAvBuM222JsootI8zYkkDVi5as8QhC6n0yo0lYT.jbbnxwIE3n/TwTOOAH4xZpjuxxxxxxxxxxP0:16798:7:90:7:::

646. deepu.sp:$6$eJsW13dy$GHt8WQ21kDIbR5ihCxxxxxxxxxxsTLiqAWtDYJqSIaMwTd5UgSp3LvJv74PzM4aGcAH3JfPz7jboIt4NzscJX1:16798:7:90:7:::

647. dilip.chirom:$6$hUA2D0iB$UjoAUOGtuUDjj47jDm0VGFbxxxxxxxxxxPl/Vj3WP8uQJWGbvN67UE.FGd86VBBe3R5SCvup.bc1LXCRj3V4w/:16248:7:90:7:::
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RAW Paste Data

 ___________       __         .__    ___________                           
\_   _____/____ _/  |______  |  |   \_   _____/_____________  ___________ 
 |    __) \__  \\   __\__  \ |  |    |    __)_\_  __ \_  __ \/  _ \_  __ \
 |     \   / __ \|  |  / __ \|  |__  |        \|  | \/|  | \(  <_> )  | \/
 \___  /  (____  /__| (____  /____/ /_______  /|__|   |__|   \____/|__|   
     \/        \/          \/               \/                           
     
# By sup3rm4n - 2019 ©
# Made in Brazil
# Somos: Elemento_pcx & s4r4d0 & sup3rm4n & j0shua
# Twitter: @FatalErrorSec
# Devagar e sempre !!!
# Fatal Error Crew  [ 2001 ~ 2019 ] 

Buenas Noches,
Mais uma da antiga série nada para fazer, bora testar a security de uns servers :)
Então vamos lá, primeiramente Cielo e Americanas estão de parabéns resolveram os bugs
assim que entrei em menos de 20 min, por respect pela security nada será divulgado.
Em segunda lugar SUBMARINO, security de vcs está boa tbm só que levaram quase 2 dias 

648. elias.iriarte:$6$ytcX6mRu$kP0XMWj/yEaUjbRgnjnbyJfXeXZI4.U4xxxxxxxxxxXpcQugwH/kSYAGhfItrlZZD67.oBe56WiZbXrYoxjoF/:16798:7:90:7:::

649. fabio.pinto:$6$gVHO/Sut$LUt3yTC7kK.ORDjTzHxD5dJgp1.GJL3tG2F4q3yv5Yh/xxxxxxxxxxFhlc.3m7wVML5t/MgrnV6RGWpLrhAkR1:16798:0:99999:7:::

650. gabriel.faria:$6$jWyYjSt.$fKI88Yv.Np7C0NcmbbhuEHh/R7Shut47OQrbWB1grKq0ATQp8i3xxxxxxxxxxx5DT356vMt8twQoaFwdEmYg11:16798:0:99999:7:::

651. gaurav.prabhu:$6$PNZb7Mr8$bwv9AyvSFHB9UxMdbxJ8GWJ9UVhOb4pnmrBtDZIkbYVH9IPEA2cHvU./WYRa4FxxxxxxxxxxHUJXq.vY.0lrQ/:16798:7:90:7:::

652. gnoc:$6$1eBk.7zU$V1RWwVC/n1DZecRaxxxxxxxxxxkXl1614KoGpXncOgbw5rkkj23aLxuI2OJySkc5itq0aJ8hy22IMaYPAfcq3.:16798:7:90:7:::

653. himanshu.dadheech:$6$toD90zf9$qJuKF2LqxaeNHxxxxxxxxxx9gyhhWKSmK1um1Ag0W03jFiJx7sSBZfrsfPWOtV7.2Z.gDVqVaftb24FgZRcWw0:16804:7:9999:7:::

654. javier.guaman:$6$PchbPq6t$l5bbXvoPrsyUakgsFdH7X6QWZd7xxxxxxxxxxsFs1CHVgKVPdDla6VOlaODEGiLT5GO8VATtZUBtq.3OtNCuQ.:16798:7:90:7:::

655. jennifer.orihuela:$6$3BStgRPU$Jmq10BmGdGtPQ3uHchXT9eCQKp.c0j3H0xxxxxxxxxxx8vyptSFxtfpm3u84COxvJNgtLxgJnL1XeLjHfNjaTa80:16798:7:90:7:::

656. jorge.soto:$6$HrR.WCFE$oFOFK.tPk/BfABdHr163yLKiGeN9Uv1qnCAumw.37KKLykIGexdxxxxxxxxxxZ4ZyrZDrYl1NP2ja9/MnRUXNM0:16798:7:90:7:::

657. jose.manco:$6$Dd7uwn/h$VzZuZt0YHgaf6iDe8pxlepHRF0yQmqTt6ZXPrisLN172MeCuHvfRGg2jACtsdxxxxxxxxxxxxRIjEZGyTgTjXxIo1:16798:7:90:7:::

658. kashyap.patel:$6$JnoEIieO$SKI2X4xzahLJdLUD4W9E0uQm.3AKIsJztvggD8/WcHBhCFgKx2esvFcAWphCEWwvXDQfVcxxxxxxxxxRJkc0w9/:16798:7:90:7:::

659. luis.arredondo:$6$483MDNV1$f98EBerxxxxxxxxxx6kx5WWfEwGMGKgf4FYv.CPedPMGhdXH9DJ7nwwLkuYim9VBWzefRzRywVybi0pAm7ZIL81:16798:7:90:7:::

660. luis.leonardo:$6$wa.g7f/p$3a3n7EX05GYZxQuGrDxxxxxxxxxxxxxoi4dxvHWHmtF7zYtWZ3DxydA6DSyrZYuvRxbsFqYer94GabUvZBMa1Dgsn/:16798:0:99999:7:::

661. manoj.r:$6$Z7EuOTdp$OqstEktRCOLqMTK7AEpG/U66zVvhcTTyD/pr9xxxxxxxxxxxxxxtGOeXO8BLQTAVjEE21OpkIqH5WXLVyY8GyT91:16798:7:90:7:::

662. martin.gonzalez:$6$OYRTSOK3$f8OEb3XCBQnQsfRq0CmdIZ3WhMYAAeVUc7eZqDJE7KHxxxxxxxxxxROqbwXZk65iu5pWwk/n.qiphgEtwILw1:16248:7:90:7:::

663. neeraj.agarwal:$6$TWKh1BpK$tTOZXJ46dyz1uEs8YYhN5F9mYOn8HMmwu2W6CxrrgeeFXlLaWn60ZHxxxxxxxxxxxxxCE9ryx5LQGzyQvqf7saP1:16798:7:90:7:::

664. nicolas.cucatto:$6$6qb9QkXi$1HQFb5SF6sOBwl4Of8mISEzQGDeCbwrZRDZr28ugcQdjF1nZtJGYkhp6JT9FCT2gF4xxxxxxxxxxxxVbFCgMqc.:16798:7:90:7:::

665. pablo.lugowiak:$6$ilHHNwS9$yThVxB7.OYohzUdsRoeQxxxxxxxxxxx6qzM8np6nDIIR3Ddp.oY2jLPz95QJP2.iqPd4rq.I27N1Hi87w0tayw/:16798:7:90:7:::

666. rafael.fabbri:$6$1PqdvL6z$yCKv5Xj7g9AoTiMaOXn4A5BGno7knKXAxxxxxxxxxxxxnuSo8Ir6RfjXNaI/JbCcp5aKh5L9unGVDDNuDX1Y2e1:16798:7:90:7:::

667. randeep.singh:$6$8OPOUXlb$dvTmVAYSgciwiLfvoyP0i5S4o7efO4Xf9HHHPX1AvGYgxxxxxxxxxxxxxalv14fClu1KefQ0bB4lZOk0QU8a04KI0:16798:7:90:7:::

668. rushang.desai:$6$qwMddKsm$sT7j6wz2AQf9NYPM2EcWUgzNSKL/x019d/dpujcyfO8tzjZScdX7/.G2yxxxxxxxxxxxxMvOOKNd4ewRLq4k841:16798:7:90:7:::

669. soumen.sinha:$6$xnJjU58M$0swoHvHux5vooKS5fMRdszxxxxxxxxxxxxxwrrMpAF2kTFjXIgs1dsXHW0QfHh.YVCKvjl2rjr0W7rUyCP8z7fPuI0:16798:7:90:7:::

670. sourav.Samaddar:$6$hj9AvY.f$8v0NJXIL.DseWR2QleihOZx/98vToX1NxxxxxxxxxxYs.QIjHcALXmjiE6vKU0kuK4Y92zqpM/Br286NVz7Cv/:16798:7:90:7:::

671. unmesh.sansare:$6$oHmwX80Q$rTh370zxj9wStPD4Etpkv6TUc652R09ivP18Cu2aRiwxxxxxxxxxxxxxxxxxoYvqBjt6AfyBSQ.DRml6sTJPyWjRg/:16798:7:90:7:::

672. yogesh.mistry:$6$6Rg/sdWA$07G6xB.CSfuF8FwajPhPWsL2h/RHKOd1y6r8C3iiGpHSpXnMhYn28dAxdNaX1xxxxxxxxxxxxxxxhiTMrHsyVgT.:16798:7:90:7:::

673. onmobile:$6$1ufokc5P$tF/pjATROKHbtGqgfqilHIn8fqEKMw09r/KG63z2MGO6cxxxxxxxxxxxyVwpDEc34XAFNmxsfPBlBbwI5p4I/:16798:7:90:7:::

674. surendra.reddy:$6$R602qVcR$hCeRuXmsgOpgtFNx5P2cUBbTrHbhCqC3QiSVeuZbKdiLoKWGeOxxxxxxxxxxxwWA7wNpEIAa9SddizrL3YERW0:16798:7:90:7:::

675. varun.b:$6$UlxGj30c$U0yUMaTm6AzAphZ.cphMua24OhCkoC4CEYe52AZNlzGInapH91TFYGynqpVdaLQYaR.gxxxxxxxxxxqfka9PrqV.:16798:7:90:7:::

676.  

677. cat /etc/hosts

678.  

679. # Do not remove the following line, or various programs

680. # that require network functionality will fail.

681. 127.0.0.1       localhost.localdomain localhost

682. ::1     localhost6.localdomain6 localhost6

683. 200.142.128.36  servicos.vivo.com.br

684. 10.255.243.23   rbtbr01.mia.tlfn.omus   rbtbr01

685. 10.255.243.25   rbtbr02.mia.tlfn.omus   rbtbr02

686. 10.255.243.27   rbtbr03.mia.tlfn.omus   rbtbr03

687. 10.255.243.29   rbtbr04.mia.tlfn.omus   rbtbr04

688. 10.255.243.31   crbtbr01.mia.tlfn.omus  crbtbr01

689. 10.255.243.32   crbtbr02.mia.tlfn.omus  crbtbr02
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