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Seguranga Cibernética em 2021:
Os desafios que estao por vir

Edilson Cantadore — Senior Manager, Sales Engineering LATAM
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Percentage of Employees Working Remotely, Pre- and Post- Pandemic
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Source: Gartner COVID-19 Crisis Benchmarking Against Your Peers Webinar Poll (n = 421 HR leaders, 2 April 2020), 2020 Gartner Cost
Cutting and Employee Experience Survey (n = 4,535 employees), COVID-19: How Finance Leaders Are Responding to the Emerging
Situation Webinar Poll (n = 317 finance leaders, 26 March 2020).

2 Modeled based on responses to three Gartner surveys.
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A nova realidade de tréba ho.
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todo mundo é remoto . . ™
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Strategic Planning Assumption

Through 2021, more than half of the companies will convert and extend their ad hoc crisis remote
workforce tools and processes to a long-term strategy without updating the relevant security controls.

SONICWALL

Designing Security for Remote-Work-First Enterprises, Gartner June 2020

In cybersecurity technology, coronavirus
accelerates and amplifies trends that were already
in progress and creates opportunity to innovate
and take new leadership positions OMOIA

Jeff Wilson, Chief Analyst, Cybersecurity Technology, Omdia



AT THE SAME TIME ...
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. The Internet is drowning in COVID-19-
HaCke,rs find ne cjated malware and phishing scams
Americans wor|

b k Emails and websites promise info about the pandemic. In reality, they're shams.

BY MAGGIE MILLER - 03/14/20 07:06 AM EDT
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Microsoft Warns of ‘Massive’ Excel, COVID-19 Phishing Campaign

Vi warning user ) Massive | | ampa 1sing malicious Excel files and fak
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NASA sees an “exponential” jump in
malware attacks as personnel work from
home

orona Is Spinning

ID-19 Virus
Space agency report suggests employees are falling for online scams.
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Boa novidade, a seguranca cibernética é reconhecida

como um risco!

« Pequenas empresas

1 Indisponibilidade de
ferramentas de colaboracao
adequadas

2 Trabalho remoto nao se Vs
aplica ao nosso negocio

3 Seguranca cibernética e
riscos de privacidade

SONICWALL

» Méedias e Grandes empresas

1 Seguranca cibernética e riscos
de privacidade

2 Preocupacao com queda de
produtividade significativa

3 Falta de cultura de trabalho
remoto colaborativo

L
T — . Source; IDC Canada IT Advisory Paneal (ITAP)n3. Aprill 2020
‘ —_— IDC e n=504 Canadian organizations




TRES AREAS DE PRODUTOS COM FOCO PARA REALIDADE
COVID-19 NO TRABALHO REMOTO

1 2 3
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Acesso a Recursos Privados Seguranca de Cliente & Seguranca de Acesso a

- Higiene Basica de VPN Integridade Nuvem

- Recursos internos ou em O que considerar para o Como proteger o acesso a
nuvem endpoint nuvem
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ORIENTADORES DO MERCADO DE SEGURANCA DE REDE

Crescente Largura de Mais Dispositivos Wireless Consolidagao de SD-WAN  Aumento das necessidades
Banda 5é~"s de seguranca

O sandbox é uma necessidade

Varios dispositivos por pessoa SD-WAN Seguro _ _
: , . “Descriptografia” TLS 1.3
Maior nimero de conexdes / Zero-Touch ,
dispositivo Gest3o em Nuvem Incremento de Trafego geral

Links 1Gbps no SOHO
Wireless 5G

cao integrada de ameacas de ultima geracao e plataformas
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Desafios na Era do SaaS

Phishing Direcionado

Office 365 Zero-Day Used in Real-World Phishing Campaigns

By Catalin Cimpanu May 8, 2018

baseStriker

ZeroFont Technique Lets Phishing Emails Bypass Office 365
Security Filters

By Catalin Cimpanu June 19,2018 01:36 PM

PhishPoint Phishing Attack — A new technique to Bypass
Microsoft Office 365 Protections

August 16, 2018 By Pierluigi Paganini

e-Mail é o Vetor de Ameacas #1

SONICWALL

Comprometimento de

Credenciais

Account Takeover Attacks Are
On the Rise, And You Need To
Hear About It
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What phishing impacts have you experienced?
2017 2016 W
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s0 [ 49
40 [
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Malware
Infection

As credenciais do usuario sao as

joias da coroa

Credentials reported spilled in 2017

Seguranca de Dados

Shared Responsibility Model for SaaS

Data Security & Compliance
User & Device Access Custor.ne.r.
Responsibility
Visibility & Analytics
Application Security Eleuis] Saritas
Provider

Responsibility

Network Security

Infrastructure Security

:

Unauthorized Malware ' Sensitive file Audit &
sharing propagation uploads Compliance

Seguranca SaaS é responsabilidade'
compartilhada
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SONICWALL BOUNDLESS CYBERSECURITY

CAPTURE SECURITY CENTER (CSQ): Single pane of glass for unified visibility and control

. Bl CAPTURE LABS

l Unmatched threat intelligence

v
DEEP LEARNING ALGORITHMS CAPTU RE ATP
Detect emerging malware MULTI-ENGINE SANDBOX
Capture/identify in real time

9.9 billion files

DELIVERED

MULTI-

Mobile Cloud/SaaS

Appliances



Lacuna de Seguranca Cibernética
A REALIDADE...

Custo da seguranca
convencional

O risco aumenta aumenta A Eploséo de pontos
x de exposicao

com a explosao dos pontos

de exposicao

Pessoal de seguranca

Custo se torna proibitivo hecessario

e a escassez de pessoal h:g%rg; ND?E
treinado se torma mais SEGURANGA
aguda CIBERNETICA

Numero real de
funcionarios

Recursos Limitados
nao acompanham a
demanda

Orcamento real

>
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DESAFIO DE SEGURANCA: O PERIMETRO ESTA EM TODA PARTE

Os funcionarios usando cada vez mais
aplicativos SaaS

Aplicativos mudaram de data
centers para nuvens publicas

Software as a Service (SaaS) Nuvem Publica

b Google Drive mx

Usuarios acessando dados
corporativos de qualquer lugar

Usuarios Moveiss

00 [

Backhauling, hair-pinning — caro e
de baixo desempenho

Regional/Filiais
L
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DE ZTNA PARA REDE CONVERGENTE E SEGURANCA COMO
SERVICO

SASE — Secure Access Service Edge

WAAPaaS

i estrategias explicitas
de adocao de SASE

Gartner, October 2019 —
Secure Access Service Edge

Networking
Vendors

ox ol Até 2024, pelo
onsinn (IS8 o menos 40% das
o 2 S empresas terdo
Q
(4

Network as a
Service

CDN
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REDE E SEGURANCA ENTREGUES EM NUVEM

@ 1] Office 365
Goo gI Cloud OQ box GSuite
J\ Azure aws & 23 Dropbox

Rede IocaI/prlvada Cloud laaS InteArnet Long-tail Top Aplicativos SaaS
AaS e

Seguran¢a como Service
IPS, ATP, CFS, App Control

Rede como Servico
Acesso VPN Zero-Trust

Usuarios Remotos Regional/Filiais Matriz

SONICWALL' .
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https://www.sonicwall.com/
https://www.facebook.com/SonicWall/
https://www.linkedin.com/company/sonicwall
https://twitter.com/SonicWALL
https://www.instagram.com/sonicwall_inc/

