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When COVID-19 Started…

ORGANIZATIONS FOCUSED ON SCALING CAPACITY & MAINTAINING 
SERVICE AVAILABILITY

ENABLE
Expansion

ENSURE
Availability

PROTECT 
Infra & Apps

SECURE
Cloud 

Environments
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Accelerated Digital Transformation

OF THE RESPONDENTS 
SAID THAT THE PANDEMIC 
ACCELERATED THEIR PLANS 
FOR CLOUD MIGRATION.

APPLICATIONS/SERVICES ARE GOING DIGITAL & CLOUD

76% Cloud Migration, automation, and the streamlining of 
processes helped organizations weather the economic 
storm that resulted from COVID-19

* Data from C-SUITE PERSPECTIVES REPORT ON IT SECURITY, 2020

OF COMPANIES WITH INTERESTS 
IN ONLINE ORDERING, HOME 
DELIVERY, TELECONFERENCE AND 
STREAMING SERVICES FOCUS ON 
NEW REVENUE MODELS.

56% 

1



44

Evolving Threat Landscape

Working From 
Home

Cloud 
Migration

Online Consumption  
of Goods

RESULT: MORE OPPORTUNITIES FOR ATTACKERS TO LEVERAGE

of the respondents were not 
confident in their organizations' 
ability to effectively protect 
against unknown threats. 

50% 
APPROXIMATELY

Reported an increase in attacks 
after the onset of the COVID-19 
pandemic. 

30% 

* Data from C-SUITE PERSPECTIVES REPORT ON IT SECURITY, 2020
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Growing Trend of Attacks on Financial Services & eCommerce

* Global attacks insight, October 2020, Radware Cloud Services

TOP ATTACKED VERTICALS

Retail

30%

Technology

27%

Government

12%

eCommerce & Gaming

11%

Banking & Finance

8%

Manufacturing

7%

Carrier

5%

Total DDoS Attacks 
Volume Blocked1.7TB

Total DDoS 
Attacks Blocked163K

Total Web Application 
Attack Transactions Blocked160M

Volumetric DDoS Attacks 
Blocked (>10Gbps): 53

bad bot requests 
detected per month*+1B

* In Q3’20
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Actors & Motives

ORGANIZED CRIME ANGRY USERS HACKTIVISTS

NATION STATESSCRIPT KIDDIESCOMPETITORS
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Global Ransom DDoS Campaign

TARGETING FINANCE, TRAVEL AND E-COMMERCE
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DDoS Attacks on Gaming – Oct 2020
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FBI Warning: Account Take Over Attacks

* Source: https://www.documentcloud.org/documents/7208239-FBI-PIN-on-credential-stuffing-attacks.html

https://www.documentcloud.org/documents/7208239-FBI-PIN-on-credential-stuffing-attacks.html
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Top Cyber Phenomena Emerging from the pandemic

ACCELERATED 
DIGITAL 

TRANSFORMATION
Applications/Services are going 

Digital & Cloud

EVOLVING THREAT 
LANDSCAPE

Organizations’ attack surface 
increases due to changing 

economy

GROWTH OF 
ATTACKS VOLUME
Trend of Attacks on Financial 

Services, eCommerce & gaming
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Accelerated Digital Transformation. SECURED.

ENABLE
Expansion

ENSURE
Availability

PROTECT
Infra & Apps

SECURE
Cloud 

Environments

DON’T LEAVE SECURITY BEHIND AS YOU SHIFT TO THE CLOUD
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Need for HOLISTIC Security Protection

PROTECT YOUR INFRA & APPS ACROSS MULTI ENVIRONMENTS

PUBLICLY EXPOSED ASSETS

MISCONFIGURATIONS

PRIVILEGE ESCALATION

CREDENTIAL ABUSE

WEB APP ATTACKS

L3-7 DDOS

BAD BOTS

API ABUSE

PROTECT SECUREINFRA 
& APPS

CLOUD 
ENVIRONMENTS
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HOW TO SECURE YOUR DIGITAL TRANSFORMATION

COVER ALL ATTACK SURFACES
Application surface and infrastructure 

PROTECTION FOR EVERY ENVIRONMENT
Protect your cloud transition and mixed environments

2

3

1

PUBLIC CLOUD THREATS ARE DIFFERENT
Cloud-specific protections are needed
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Thank You!


